
 

ATTACHMENT S  
PARENTS’ BILL OF RIGHTS 

FOR DATA PRIVACY AND SECURITY 

To satisfy their responsibilities regarding the provision of education to students in pre- 
kindergarten through grade twelve, “educational agencies” (as defined below) in the State of New 
York collect and maintain certain personally identifiable information from the education records 
of their students. As part of the Common with a “third party contractor” (as defined below) 

where the third party contractor receives student data, 



 
 
 
student’s privacy rights under FERPA. Complete student records are maintained by schools and 
school districts and not at NYSED, which is the secondary repository of data, and NYSED make 
amendments to school or school district records. Schools and school districts are in the best 
position to make corrections to students’ education records. 
 

1. The right to provide written consent before the school 



 
 
 
A more detailed description of the PPPL is available from the Committee on Open Government of 
the New York Department of State. Guidance on what you should know about the PPPL can be 
accessed at http://www.dos.ny.gov/coog/shldno1.html. The Committee on Open Government’s 
address is Committee on Open Government, Department of State, One Commerce Plaza, 99 
Washington Avenue, suite 650, Albany, NY 12231, their email address is coog@dos.ny.gov, and 
their telephone number is (518) 474-2518. 
 

A. Parents’ Rights Under Education Law §2-d relating to Unauthorized Release of 
Personally Identifiable Information  

 

1. What “educational agencies” are included in the requirements of Education Law 
§2-d? 
 

• The New York State Education Department (“NYSED”); 
• Each public school district; 
• Each Board of Cooperative Educational Services or BOCES; and 
• All  schools that are: 

o a public elementary or secondary school; 
o a universal pre-kindergarten program authorized pursuant to Education Law§3602-e; 
o an approved provider of preschool special education services; 
o any other publicly funded pre-kindergarten program; 
o a school serving children in a special act school district as defined in Education 

Law 4001; or 
o certain schools for the education of students with disabilities - an approved private 

school, a state-supported school subject to the provisions of Education Law Article 
85, or a state-operated school subject to Education Law Article 87 or 88. 

 
2. What kind of student data is subject to the confidentiality and security requirements 

of Education Law §2-d? 
 
The law applies to personally identifiable information contained in student records of an 
educational agency listed above. The term “student” refers to any person attending or seeking to 
enroll in an educational agency, and the term “personally identifiable information” (“PII”) uses the 
definition provided in FERPA.  Under FERPA, personally identifiable information or PII includes, 
but is not limited to: 
 

(a) The student’s name; 
(b) The name of the student’s parent or other family members; 
(c) The address of the student or student’s family; 
(d) A personal identifier, such as the student’s social security number, student 
number, or biometric record; 
(e) Other indirect identifiers, such as the student’s date of birth, place of birth, and 
Mother’s Maiden Name1; 

 
 

1    Please note that NYSED does not collect certain information defined in FERPA, such as students’ 
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o When appointed, the Chief Privacy Officer of NYSED will also provide a 
procedure within NYSED whereby parents, students, teachers, 
superintendents, school board members, principals, and other persons or 
entities may request information pertaining to student data or teacher or 
principal APPR data in a timely and efficient manner. 

1. Must additional elements be included in the Parents’ Bill of Rights.? 

Yes.  For purposes of further ensuring confidentiality and security of student data, as an 
appendix to the Parents’ Bill of Rights each contract an educational agency enters into with a 
third party contractor shall include the following supplemental information: 

(A) the exclusive purposes for which the student data, or teacher or principal data, will be 
used; 

 
(B) how the third party contractor will ensure that the subcontractors, person2 (a)4 (, )-10 (913 (or)13 (m)-2 (a)4 (t)-4 (e)-10 (r)]T42 -1.15 Td
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ATTACHMENT  

Model Notification of Rights under FERPA for  Elementary and Secondary 
Schools 
 
The Family Educational Rights and Privacy Act (FERPA) affords parents and students who are 
18 years of age or older ("eligible students") certain rights with respect to the student's education 
records. These rights are: 
 

1. The right to inspect and review



 
 
 
interest if the official needs to review an education record in order to fulfill his or her professional 
responsibility. 
 
[Optional] Upon request, the school discloses education records without consent to officials of 
another school district in which a student seeks or intends to enroll, or is already enrolled if the 
disclosure is for purposes of the student’s enrollment or transfer. [NOTE: FERPA requires a 
school district to make a reasonable attempt to notify the parent or student of the records request 
unless it states in its annual notification that it intends to forward records on request.] 
 

1. The right to file a complaint with the U.S. Department of Education concerning 
alleged failures by the [School] to comply with the requirements of FERPA.  The 
name and address of the Office that administers FERPA are: 

 
Family Policy Compliance Office 
U.S. Department of Education 400 Maryland Avenue, 
SW Washington, DC 20202 
 
[NOTE:  In addition, a school may want to include its directory information public notice, as 
required by §99.37 of the regulations, with its annual notification of rights under FERPA.] 
 
[Optional] See the list below of the disclosures that elementary and secondary schools may 
make without consent. 
 
FERPA permits the disclosure of PII from students’ education records, without consent of the 
parent or eligible student, if the disclosure meets certain conditions found in §99.31 of the 
FERPA regulations. Except for disclosures to school officials, disclosures related to some 
judicial orders or lawfully issued subpoenas, disclosures of directory information, and disclosures 
to the parent or eligible student, §99.32 of the FERPA regulations requires the school to record 
the disclosure. Parents and eligible students have a right to inspect and review the record of 
disclosures. A school may disclose PII frm0.004 Tw 5d1Tw 34.29 0 052381w 34.24.29 -1.15 Td002 Tc -05 



 
 
 
such as the State educational agency in the parent or eligible student’s State (SEA). Disclosures 
under this provision may be made, subject to the requirements of §99.35, in connection with an 
audit or evaluation of Federal- or State-supported education programs, or for the enforcement of 
or compliance with Federal legal requirements that relate to those programs.  These entities may 
make further disclosures of PII to outside entities that are designated by them as their authorized 
representatives to conduct any audit, evaluation, or enforcement or compliance activity on their 
behalf. (§§99.31(a)(3) and 99.35) 
 

• In connection with financial aid for which the student has applied or which the 
student has received, if the information is necessary to determine eligibility for the 
aid, determine the amount of the aid, determine the conditions of the aid, or enforce 
the terms and conditions of the aid.  (§99.31(a)(4)) 

 
• To State and local officials or authorities to whom information is specifically allowed 

to be reported or disclosed by a State statute that concerns the juvenile justice system 
and the 



ATTACHMENT S-1 
Attachment To Parents' Bill Of Rights 

For Contracts Involving Disclosure of Certain Personally 

Identifiable Information 

Education Law §2-d, added by Ch. 56 of the Laws of 2014, requires that a Parents' Bill of Rights be attached 

to every contract with a third-party contractor (as defined in the law) which involves the disclosure of 

personally identifiable information (PII) derived from student education records ("Student Data"), or 

certain teacher/principal information regarding annual pr� performanct evaluationЇ that id 

c pfr~uant to Education Law §e0Z12uc ("ƴP� Data")¡ 



Subcontractors or other entities with whom the Contractor will share data: 

No applicable, no subcontractors on this project. 

In the event the Contractor engages a Subcontractor or otherwise shares Student Data or APPR Data 
with any other entity, Contractor acknowledges and agrees that before any such data is shared with a 
Contractor or another entity, such party must agree in writing to be bound by the confidentiality and 
data protection provisions set forth in this Contract including, but not limited to, the "Data Security and 
Privacy Plan" set forth in Appendix R. Upon 



X Student Data 

0 APPR Data 

Any challenges to the accuracy of any of the Student Data or APPR Data shared pursuant to this 
Contract should be addressed to the school, educational agency or entity which produced, generated 
or otherwise created such data. 

6. Describe where the Student Data or APPR Data will be stored (in a manner that does not 

jeopardize data security), and the security protections taken to ensure that the data will be 
protected, including whether such data will be encrypted. 

Under the guidance of a trained staff member. LaGuardia participants complete the standardized 

Individual Student Record Form during the intake process and are requested to provide a Social 

Security Number. The numbers are entered into the login-protected NYSED ASISTS database by a 

dedicated and trained staff member. These confidential forms are then filed in a locked drawer in a 

secure and restricted office. All forms with student-identifiable information are securely destroyed 
after the mandatory document retention audit period. 
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