ATTACHMENT S
PARENTS’ BILL OF RIGHTS
FORDATA PRIVACY AND SECURITY

To satisfy their responsibilities regarding fhrevision of educatioto students irpre
kindergarten through grade twelVeducationalgencies” (as defined below) in the Swaitd&lew
York collect and maintain certain personally identifiable information fiteeneducatiorrecords
of their students.As partof thatEartimoc partycontractor” (aslefined below)

where the thirgparty contractorreceives student data,



student’s privacy rights under FERP&ompletestudent records are maintaingyg schools and
school districtand not at NYSED, which is the secondary repositorgaté, and NYSED make
amendmentso school or school districecords.Schools andgchool districtsare inthe best
position tomake correctionto students’ educatiorecods.

1. The right to provide written consent befdhe school



A moredetaileddescriptionof thePPPLis available fronthe Committeeon Open Government of
the New York Departmerdf State. Guidance on what you should know aboutRR®L carbe
accesseat http://www.dos.ny.gov/coog/shidnol.htnilhe Committee orOpenGovernment’s
addresss Committeeon OpenGovernmentPepartmentof State, One Commerédaza, 99
Washington Avenuesuite650, Albany, NY 12231, theemailaddresss coog@dos.ny.gowand
their telephone numbe&s (518) 474-2518.

A. Parents’ Rights Under Education Law §2-d relating to UnauthorizedRelease of
Personallyldentifiable Information

1. What “educational agencies’are includedin the requirements of Education Law
§2d?

e The New York State Education DepartmgmYSED”);
e Eachpublic school district;
e EachBoardof Cooperative Educational Services or BOCES; and
e All schools thaare:

O a public elementary or secondary school;
a universal pre-kindergarten program authorized pursuant to Education Lan3602-
anapproved provider of preschool special educatiovicses;
any other publicly funded pilendergarterprogram;
a school serving children in a special sdhool district aslefined in Education
Law 4001; or
certainschools for the educati@f students with disabilitiesan approved private
school, a statsupported school subject time provisions of Education Ladrticle
85, or a stat®perated school subjeict Education LawArticle 87 or 88.
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2. What kind of student data is subject to the confidentiality and security requirements
of Education Law §2-d?

Thelaw applies tgpersonally identifiable information contained in student records of an
educationahgencylistedabove. Theterm*“student” refers to any person attendingseekingto
enroll inaneducational agency, atideterm“personally identifiableinformation” (“PII”) uses the
definition provided in FERPA. Under FERPA, personadlgntifiable informatioror Pll includes,
but is not limitedto:

(a) Thestudent’s name;

(b) The name of the student’s parent or other family members;

(c) The address of the student or student’s family;

(d) A personaldentifier, such as the student’s soaalcuritynumber, student
number, or biometric record;

(e) Otherindirectidentifiers,such aghe student’s date of birth, place of birdimd
Mother's MaiderNamé;

! Please not¢hatNYSED doesnot collectcertaininformationdefinedin FERPA,such astudents’
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o0 Whenappointed, the Chief Priva@fficer of NYSED will also provide a
procedure within NYSED whereby parergjdentsteachers,
superintendents, school board members, principalspiued persons or
entitiesmay requesinformation pertaining to studedata or teacher or
principal APPR data iatimely andefficientmanner.

1. Must additional elementsbe includedin the Parents’ Bill of Rights.?

Yes For purposes of further ensuring confidentiality aadurityof student datagsan
appendix tahe ParentsBill of Rights eachcontract areducational agenantersinto with a
third party contractorshall include the following supplemental information:

(A) the exclusive purposes for which the student data, or teacpeincipal datawill be
used;

(B) how the third party contractor will ensure that the subcontractors, person2 (a)4 (, )-10 (913 (









ATTACHMENT

Model Notification of Rights under FERPA for Elementary and Secondary
Schools

The FamilyEducational Rights and Privaéct (FERPA)affordsparents andtudents whare
18 yearsof age or older (“eligiblstudents™) certain rights with respecthe student's education
records. These rightsare:

1. Theright toinspectandreview



interestif theofficial needs to review an education recoraider tofulfill his or her professional
responsibility.

[Optional] Upon request, the school disclosdscation recordaithoutconsento officials of
another school distt in which a studenseeks or intends tenroll, oris alreadyenrolled ifthe
disclosure is for purposes of the student’s enrolimentassfer.[NOTE: FERPA requires a
school district to maka reasonable attemiat notify the parenor student of the recordsquest
unless it statem its annual notification that intends tdforward recordson request.]

1. Theright tofile a complaint witlthe U.S. Departmermtf Education concerning
alleged failures by the [School] to comply with the requiremehEEERPA. The
name andiddres®f theOffice thatadministers FERPA are:

Family Policy Compliance Office
U.S. Departmendf Education 400 Maryland Avenue,
SW Washington, DC20202

[NOTE: In addition, a school mayant to include its directory information public noties,
requiredby 899.37 of the regulations, witts annual notification of rights under FERPA.]

[Optional] See the list below of the disclosutbatelementary and secondary schools may
make without consent.

FERPA permitghe disclosure of PII from students’ education records, without consent of the

parent or eligible student, if the disclosure meets cectamditions found ir§99.31 of the

FERPAregulations. Exceptfor disclosures tachool officials, disclosureglatedto some

judicial orders or lawfully issued subpoenas, disclosures of directory informatiowljssidsures

to the parenor eligible student, §99.32 of the FERPA regulations requires the sichiesaord
thedisclosure.Parentsaandeligible students have a right ilespectandreviewthe record of

disclosures. A school majisclose PIfrm0.004 Tw 5d1Tw 34.29 0 052381w 34.24.29 -1.15 Td002 Tc -05



such as the State educatioagéncyin theparentor eligible student’s State (SEARisclosures
under thigprovisionmaybe made, subjetb the requirements of 899.35, in connection with an
audit or evaluatiof Federal or Statesupported educatigorograms, or for the enforcemesft

or compliancawith Federal legatequirementsthatrelate tothose programs. These entities may
make further disclosured Pl to outside entitieshat are designatdaly themas their authorized
representatives t@onduct anyaudit, evaluation, or enforcemeamtcompliance activity on their
behalf. (8§99.31(a)(3) and 99.35)

e In connectiorwith financialaid for whichthe student has applied or which the
student has receivet,the information isiecessaryo determineeligibility for the
aid, determine the amount of the aid, deternttigeconditions of the aidy enforce
the termsand conditions ofhe aid. (899.31(a)(4))

e To State andbcal officials or authoritieso whom informations specificallyallowed
to be reportedr disclosedy a Statestatutethat concernghe juvenile justicesystem
andthe



ATTACHMENT S-1

Attachment To Parents' Bill Of Rights
For Contracts Involving Disclosure of Certain Personally
Identifable Information

Education Law §2-d, added by Ch. 56 of the Laws of 2014, requires that a Parents' Bill of Rights be attached
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certain teacher/principal information regarding annual pr
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