ATTACHMENT S
PARENTS’ BILL OF RIGHTS
FORDATA PRIVACY AND SECURITY

To satisfy their responsibilities regarding firevision ofeducatiorto studentsn pre-
kindergarten through gradeelve, “educational agencies” (as defined below) inStagéeof New
York collect and maintain certapersonally identifiablenformation fromthe educatiorrecords
of their students.As partof theCommonCore ImplementatioReformAct, Education







A moredetaileddescriptionof thePPPLis available from the Committe® Open Governmeiuif
the New YorkDepartmenbf State. Guidance on what you should know aboutRPLcanbe
accessed dittp://www.dos.ny.gov/coog/shldnol.htniThe Committeeon OpenGovernment’s
addresss Committeeon OpenGovernmentDepartmentof State, One Commerce Plaza, 99
Washington Avenuesuite650, Albany,




(a)Otherinformationthat, alone or in combination, lisked or linkableto a specific
studenthatwould allowareasonable person in



o The policieswill also requiresecurity measureshen providing studertata
to parents, to ensure that only authorized individuals receive such data. A
parent may be asked fmformationor verifications reasonably necesstary
ensure thahe or she i fact the student’s pareandis authorizedo receive
such information pursuant to law.

(C) Stateand federal laws protetite confidentialityof Pll, and safeguards associated
with industry standardand best practices)cluding, but notimited to,
encryption, firewalls, and password protection, nfagsh place when data is
stored or transferred.

Education Lawg2-d also specificallprovidescertain limitationson thecollectionof data by
educational agenciescluding, butnotlimited to:

(A) A mandatdhat, except as otherwise specifically authorized by MMSED shall
only collectPll relatingto an educationgurpose;

(B) NYSED mayonly requiredistrictsto submitPlIl, includingdata on disability
statusandstudent suspensions, where such relesassguiredoy law or otherwise
authorized under FERPA and/or the New York State Per8&uivalcy Law; and

(C) Except as requirely lawor in the case of educationahrolimentdata, school
districtsshallnotreportto NYSED studentlata regarding juvenile delinquency
records, criminal records, medical and health recordgsudenbiometric
information.

(D) Parents may access the NYSED Student Data







Services ofathird party contractor coverathder Educatiohaw 82-d include, but nolimited
to, datamanagemendr storageservicesconducting studie®r or on behalf ofthe educational
agencyor audit orevaluationof publicly funded programs.

When an educational agency enters into a contridieta third party contractor, undewhichthe
third party contractowill receive






ATTACHMENT

Model Notification of Rights under FERPA for Elementary and Secondary
Schools

The FamilyEducational Rights and Privagéct (FERPA)affordsparentsandstudentavho are
18 yearsf age or olde("eligible students") certain rights witkkspecto the student'sducation
records. These righte:

1. Therightto inspect and reviewhe student'sducation recordwithin 45 daysafterthe
day the[N(y t)]TJ -33.m



interestf theofficial needs to review an education recoraiderto fulfill his or her professional
responsibility.

[Optional] Upon request, the school disclosdscation recordwithoutconsento officials of
another school distt in which a studenseeksor intendgo enroll, oris alreadyenrolled ifthe
disclosures for purposes of the student’s enrollmentm@ansfer.[NOTE: FERPArequiresa
school districto makea reasonable attemiat notify theparentor student of theecords request
unlessit statesn its annualnotification thatt intendsto forwardrecordson request.]

1. Therightto file



such as the State educational agendipe parentor eligible student’s State (SEADisclosures
underthis provisionmaybe made, subjetb the requirements of 899.3f connection with an
audit orevaluationof Federal or Statesupported educatigorograms, or for thenforcemenof
or compliancevith Federalegalrequirementsthat relate tahose programsThese entities may
make furthedisclosure®f Pl to outsideentities that are designatby themas theirauthorized
representative® conductanyaudit, evaluation, oenforcemenbr compliance activity on their
behalf. (8§899.31(a)(3) and 99.35)

X In connectiorwith financial aidfor whichthe student has applied or which the
studenthas w
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including, but not limited to, the “Data Security and Privacy Plan” set forth in Appendix R.
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