


































https://aws.amazon.com/compliance/programs






       





Application logs are maintained in our secure database environment, which is subject to the network 
security requirements described above, including strong password policy, frequent changes to 
passwords, and the principle of least privilege, meaning that users are given the network access 
required to efficiently perform their job functions and no more. 

Maintenance (PR.MA): Maintenance and repairs of industrial control and information system 
components are performed consistent with policies and procedures. 

Questar employs designated personnel responsible for network, server, storage, and workstations. 
Hardware repairs are documented in tickets and handled by the IT staff responsible for the failed device 
type. 

Questar personnel perform repairs in the field according to manufacturer field service procedures. 
Authorized third parties are used when field repairs are not possible. Questar personnel are within 
driving distance of physical infrastructure locations. Third parties are escorted during repair visits. 

Protective Technology (PR.PT): Technical security solutions are managed to ensure the 
security and resilience of systems and assets, consistent with related policies, procedures, and 
agreements. 

Questar keeps audit logs for AWS, Office365, and on-premise. Only authorized personnel can access the 
logs. Logs are reviewed for unauthorized activity which, if found, is acted upon. 

Questar maintains a Removable Media policy, which policy describes acceptable use and procedures for 
removable media, including sourcing of media, encryption requirements, and media handling. 

The network edge is protected by dedicated devices and managed by designated personnel. IDS sensors 
are used to monitor network traffic. Personnel respond to malicious traffic if detected. 

Systems are configured to provide a specific service or host a specific application. Redundancy, 
availability, data backup, and disaster recovery needs are all part of the design and solution. 

DETECT 

Anomalies and Events (DE.AE): Anomalous activity is detected and the potential impact of 
events is understood. 

Questar gathers information through a load test group when we have a new build. We base our incident 
thresholds on these baselines. 

When there is a detected event, it is analyzed by several different people to determine the origin and to 
make sure our network is secure. To determine the impact of events, we have a Root Cause Analysis 
(RCA) process where we can bring together all the personnel and data needed. 
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Security Continuous Monitoring (DE.CM): The information system and assets are monitored to 
identify cybersecurity events and verify the effectiveness of protective measures. 









W ith Veeam Backup, Questar can configure backup policies from a central backup console, simplifying 
backup management and better ensuring that application data is backed up and protected. Veeam 
Backup wi ll encrypt NYSED data in transit and at rest. 

Improvements (RC.IM): Recovery planning and processes are improved by incorporating 
lessons learned into future activities. 

Questar's CISO performs a post-incident retrospective to discover and priorit ize improvements to 
process and technology to prevent future breaches. 

One tool that Questar uses to ensure lessons learned are methodica lly incorporated into future actions 
is a formal Corrective and Preventive Actions (CAPAs) plan, w hich is a form of documentation generated 
by our post-incident retrospectives 

CAPAs are assigned w ith a true focus on action and closely tracked to completion. The goa l of all CAPAs 
identified is to have them implemented within thirty days of assignment. To ensure adequate 

operationalization of CAPAs, critica l CAPAs will be audited for their implementation and effectiveness. 

CAPAs w ill be collected for each completed causal analysis. The CAPAs are stored in the causal analysis 
repository with other artifacts for the completed causa l ana lysis. Each CAPA wil l have the following 
information collected: 

l . A description of the action to be taken 

2. The owner to whom the action is assigned 
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